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API Docs

‘) . This API will give Clear Information about the Authentication
Passuorth Token for Administrator and staff

URL: http://127.0.0.1:8000/api/docs/

This API will give clear information about the Personnel
Module Features Like

1. Employee

2. Departments
3. Areas

4. Positions

5. Locations

Iclock APl Docs

This API will give clear information about the iclock Module
Features Like

1. Terminals
2. Transactions

http://127.0.0.1:8000 /api/iclock_docs/



1.API DOCS Authentication:

Our Products are configured with highly Secured and has rich in its Efficiency to Operate. When
the term Secured is considered not only in terms of the Bio Metric Machine but also in software as
well. Keeping this into consideration API’s are designed in such a way that to Access the API’s
Requires Authentication Credentials

Customize in AlImost No Time
URL for getting in to the Authentication Details are: http://127.0.0.1:8000/api/docs/ then it
shows the following features

(® api-token-auth

* oreate

@ jwt-api-token-auth

» oreate
® jwt-api-token-refresh
* oreate
@ staff-api-token-auth
» oreate
® staff-jwi-api-token-auth

* oreate

DETAILED VIEW OF API DOCS Authentication
1.Why Token?

Usually an API token is a unique identifier of an application requesting access to your service. Your
service would generate an API token for the application to use when requesting your service. You
can then match the token they provide to the one you store to authenticate.

In Software Generally Consists of as follows
1.api-token-auth

2.jwt-api-token-auth
3.jwt-api-token-refresh
4.staff-api-token-auth
6.staff-jwt-api-token-auth

In all the above methods will using Create Method which is nothing but POST Method

1.api-token-auth


http://127.0.0.1:8000/api/docs/

In this method will use create method

(® api-token-auth

» create

click on the create method to get

create
Syl (api-token-auth/
Request Body

The request body should be & "application/jsen” encoded object, containing the following items

Click on Interact option

create

Usermname *

Awaiting reguest
Valid username for authentication
Password *
Valid password for authentication
Enter the username and password click on the send request

Then Response will be as follows

(2 Sapi-token-awth/

token™: "f329a17ce6B9d4e9233bsl5b210eEFF132d97elb

. il
. emper!

This Token is Not Unique may vary for every login

2.jwt-api-token-auth:



(® jwt-api-token-auth

» Creats

click on the create method to get
create

/jut-api-token-refresh/

AP| View that returns a refreshed token (with new expiration) based on existing token
If ‘orig_iat” field (original issued-at-time) iz found, will first check if it's within expiration window, then copy it to the new token
Request Body
The request body should be 8 "zpplication/json” encoded object, containing the following items
Click on interact option

create

Username *

Awaiting request

Password *

Enter the username and password click on the send request

POST fSiwt-api-token-auth/s

"token™ : ey I18eXaAiDilKVvIiQiLlCIhbGcigilIUuzIIMNIIS . ey I1lcEVyXE

3.jwt-api-token-refresh

{2 jwt-api-token-refresh

» creabs

click on the create method to get



jwt-api-token-refresh

create

/jwt-api-token-refresh/

API View that returns a refreshed token (with new expiration) based on existing token
If ‘orig_iat field (original issued-at-time) is found, will first check if it's within expiration window, then copy it to the new token
Request Body

The request body should be 8 "zpplication/json” encoded object, containing the following items.
Parameter Description

Click on interact option

create

Token *

Awaiting request

=l
Enter the username and password click on the send request

In token Enter the token which is generated in jwt-api-token-auth and click on send request so
that will get a refreshed token

POST fijwt-api-token-refresh/

‘token™ : ey 18X Ai0i IKVIQILCIhbGoci0ilIUzIINI DG . ey Il c2WyER

4. staff-api-token-auth

(=) staff-api-token-auth

» Create

Click on the create method to get
staff-api-token-auth

create

fstaff-api-token-authy
Request Body

The request body should be @ “application/jscn” encoded object, containing the following items

Click on interact option



create

Usemname *

for authentication

Password *

sword for authentication

This is Token is for Staff login the above tokens which are generated for administrator
After sending the response
This is Token is for Staff login the above tokens which are generated for administrator

After sending the response

POST fstaff-api-token-auth/

token”: "flecdoffedae3dy3id4felba4@319b8a73442dcdde

-

5. staff-jwt-api-token-auth

(#) staff-jwt-api-token-auth

* Creabe

click on the create method to get

staff-jwt-api-token-auth

create

/staff-Jut-api-token-auth/

at receives a POST with a user's username and password

Retums a JSON Web Token that can be used for authenticated requests
Request Body

The request body should be & “application/json” encoded object, containing the following items.
Click on interact option

create

Usemame *
Awaiting request
for authentication

Password *

for authentication

After Sending the response token will be generated



eyl8eXAiDiIKVIQILCIhbGoi0ilIUZIINI IS ey llcvy X2

Difference between token and Jwt token

JWT is an encoding standard for tokens that contains a JSON data payload that can be signed
and encrypted.

JWT can be used for many things, among those are bearer tokens, i.e. a piece of information
that you can present to some service that by virtue of you having it (you being the "bearer")
grants you access to something.

Bearer tokens can be included in an HTTP request in different ways, one of them (probably the
preferred one) being the Authorization header. But you could also put it into a request
parameter, a cookie, or the request body. That is mostly between you and the server you are
trying to access.

2.PERSONNEL API DOCS



Employees’ related personnel information will be stored in personnel module. It consists of
following API’s

Areas
Departments
Positions
Locations

A

Employees
URL for getting into the Authentication Details are:

http://127.0.0.1:8000/api/docs/

® areas

(® departments

® employees

(® locations

(® positions

Detailed View Personnel API:
1.Areas:

Areas Contains following Methods

» creats
» achion
» export
> read

> update

» partial_updats

> delete

a.List:


http://127.0.0.1:8000/api/docs/

List is for to get all the areas present in the software

The URL to get all the areas from the software through the api is

list

JpersonnelSapi/fareas/
Arealist pagination, search, filter, order
Query Parameters

The following parameters should be included as part of a URL query string.
Base URL: 127.0.0.1:8001 End Url: /personnel/api/areas/
In browser in need to consider Base URL + End URL i.e.,

127.0.0.1:8001/personnel/api/areas/

Then it will display as follows:

Personnel Api Root | Area List

Area List

AreaList pagination. search. filter, ordsr

GET /perscnnel/api/areas

HTTP 208 0K
Allow: GET, P
Content-Type: =
Vary: Accept

“count”: 45
http://192.168.4. 224: 8681/ personn,
" null

s/ ?page=2

f-11e-afcy-acdedsoull22

f-11e-afcy-acdedsoull22

It displays the whichever areas present in the software
b.Create

Create Method is used to create the Area from Api this created area will reflect in software as

well.

127.0.0.1:8001/personnel/api/areas/



Remember: For List and Create Method URL will same the only difference is for List will require
GET Method and Create will require POST Method

Rawdata ~ HTMLform

Area Code
Area Name

Parent | - - v

POST

Enter the details click on POST button the area with given details will be created.
c.Actions

Actions Method is used for some Action Purpose example Delete, Transfer etc. based on Features
Actions are developed

action
/personnel/api/areas/action/
str{object=") -= str str{bytes_or_buffer], enceding], errors]]) -= str

Create a new string object from the given abject. If encading or errors is specified, then the object must
gxpose a data buffer that will be decoded using the given encoding and error handler. Otherwise, returns the
result of object_str() (if defined) or repr{object). encoding defaults to sys.getdefaultencoding(). erors defaults
to ‘strict’.

Request Body
Click on Interact button
action

Objectids *
@ Awaiting request

Action type

b d

delete

m

Enter the Area ID and click on Action Type and send Request.

d.Export



Export is one of the key Feature in the software it will helps in Export All data present in the
Particular Feature.

Data can be Export to Files CSV TXT XLS

expor

fpersonnel/api/areas/export/
Arealist pagination, search, filter, arder
Query Parameters

The following parameters should be included as part of a URL query string.

Enter the required fields and click on send request

area_name_jcontsins

expart_type*

export type: cv,xls, tat

export_headers

E-

After clicking on Send request data will be Exported.

Response will be

Id,Area Code,frea Name, Parent
1,123, apichecking area,
2,2 Mumbai,

3,3.Bangalore,

6,6, Kolkatas,

. SGE848 , Bengaluru,
E,7B82e1,Kolkata,
18, 688@61, Chennal,
71,9, Mysore,

22,18, Pune,

23,11, AndBLR, 21
24,1Z, Andyd
25,88, Hyderabad .
26,89,DelhiTFETETE,

43,765,bng, -

e.Read



Read Is for to fetch the data based on the ID

read

fpersonnel fapl fareas{id}/f

Arealist pagination, search, filter, order
Fath Parameters

The following parameters should be included in the URL path.
Parameter Description

id m & unigque imteger value identifying this Area.

Click on the interact button and enter the id click on send request then the response will be as

follows

read B

A unigue integer value iden g this Area
1
123",
apichecking area
: mull
L
EbOG0eaR-FIFF-11e0-afe T -acded BAA1122
default

=-

f.Update

Update Method is Used for the update the details which is already created .for example if areal is
created if want to change the Full details of areal then preferably choose update method.

update
JPer ".'.II|I|:'|.'_'|.'-._- ar :'_':._'-i__\._" f

Arealist pagination, search, filter, order
Path Parameters

The following parameters should be included in the URL path.
Click on interact button

Fill the details based on the id details which need to update and click on the send request then the
request and response will be as follows.



update

Area Code
Area Name

apichecking area

Parent

g.Partial Update

=-

Partial update Method is Used for the update the details which is required and those are already

created .for example if areal is created if want to change the particular details of areal then

preferably choose Partial update method.

partial_update

ISRl /personnel/apiiareas/{id}

Arealist pagination, search, filter, order

FPath Parameters

The following parameters should be included in the URL path.

Click on the interact and enter the fields which ever need to update and click on send request.

partial_update

Area Code

Area Name

testingbfor api

FParent

PATCH personnel/apli/fareas /2
[ PATCH |

testingbfor api”,

m e

=-

The response will as mentioned above in the picture the fields which is changed is only one .if all
fields need to be changed then preferably choose update method else partial update method.



h.Delete

Delete Method is used to delete the area which is already created.

delete

Arealist pagination, search, filter, order

Path Paramatore

Click on the interact button

Enter the Area which needs to delete then the response will be as follows

delete By

2.Departments:

Departments Contains following Methods

® departments

» list
create
action
exXport
read
update

partial_update

delete
a.List:
List is for to get all the departments present in the software
The URL to get all the departments from the software through the api is

list

E {perscnnel/apl/departments/

DepartmentList pagination, search, filver, order

Query Parameters

Base URL: 127.0.0.1:8001 End Url: /personnel/api/departments/



In browser in need to consider Base URL + End URL i.e.,

127.0.0.1:8001/personnel/api/departments/

Click on interact button and click on send request to get all departments which are there in

software
list ==
Pap =l
s
Fage size a1l
[
1
dapt_sode
Pl dfd
ull
iulll
diapt_rama
LT el
deFault
parenk_depk
2
wstd
dept_code_leontains #ulll
ull
w
LR A

dept_Rame_lcontaing

Saarch

ardaring

=-

It displays the whichever departments present in the software
b.Create

Create Method is used to create the Department from Api. created department will reflect in
software as well.

127.0.0.1:8001/personnel/api/departments/

Remember: For List and Create Method URL will same the only difference is for List will require
GET Method and Create will require POST Method



create

m fpersonnel/api/departments/

DepartrnentList pagination, search, filker, order

Request Body

Click on interact button fill the details which ever required to create the department and click on
send request.

create o [0

Department Code * /persaonnel/api/departments/
456
Department Name * i aEer
i dept_cod 456
. dept_name apidepart
apidepart parent dept™: mull
Parent

Enter the details click on POST button the department with given details will be created.

c.Actions

Actions Method is used for some Action Purpose example Delete, Transfer etc. based on Features
Actions are developed

Click on Interact button
Enter the Department ID and click on Action Type and send Request.
d.Export

Export is one of the key Feature in the software it will helps in Export All data present in the
Particular Feature.

Data can be Export to Files CSV TXT XLS
export
E Spersonnel/api/departments/export/

DepartrmentList pagination, search, filter, order

Query Parameters

Enter the required fields and click on send request then the response will be as follows



export [ = B
dapt_cooe E " 1 " i fexp

degt rame

parent_dsgt

ept_eooe Jesntsing

dent nama _jesntaing

Search

arserng
expert_type

expart haadars

=

e.Read

Read Is for to fetch the data based on the ID

read
E /personnel/api/departments,/{id}/
DepartmentList pagination, search, filter, order

Path Parameters

Click on the interact button and enter the id click on send request then the response will be as
follows

read o [0

id* E /personnel/api/departments/s/
5

A unique integer value identifying this Department. id": &

HR™,

: null

name”: null

6b969e88-F3FF-11e9-afc?-acdedBB@1122",
default

f.Update

Update Method is Used for the update the details which is already created. for example if
departmentl is created if want to change the Full details of departmentl then preferably choose
update method.



update
m fpersonnel/api/departments/{id}/
DepartrmentList pagination, search, filter, order

Path Parameters

Click on interact button

Fill the details based on the id details which need to update and click on the send request then the
request and response will be as follows.

update m o

id * m /personnel/api/departments/163/
163
A unigue integer value identifying this Department.

Department Code

789653
Department Name
namebydapt

Parent

g.Partial Update

Partial update Method is Used for the update the details which is required and those are already
created .for example if departmentl is created if want to change the particular details of
departmentl then preferably choose Partial update method.

partial_update
ZAee B personnel/apl/departments/{id}/
DepartmentList pagination, search, filter, order
Path Parameters
The following parameters should be included in the URL path.

Click on the interact and enter the fields which ever need to update and click on send request.

partial_update B =

id* fpersonnel/api/departments 166/
166

Aunique integer value idemifying this Department

Department Code
Department Name

apidepart

Parent

E



The response will as mentioned above in the picture the fields which is changed is only one .if all
fields need to be changed then preferably choose update method else partial update method.

h.Delete

Delete Method is used to delete the department which is already created.

delete

DepartmentList pagination, search, filter, order

Path Parameters

g TR NN | U N N T R SN R B S I ] | e—

Click on the interact button

Enter the Department which needs to delete then the response will be as follows

delete N -
id* @ /personnel/api/departments/174/

delsted

|I|HHHHHII |I|%Hiiiii%iiii%ill

3.Locations:

Locations Contains following Methods

® locations

> list

create

action

export

read

update

partial_update

delete

a.List:
List is for to get all the locations present in the software

The URL to get all the locations from the software through the api is



list

/personnel/api/locaticns/

LocationList pagination, search, filter, order

Query Parameters

Base URL: 127.0.0.1:8001 End Url: /personnel/api/locations/
In browser in need to consider Base URL + End URL i.e.,

127.0.0.1:8001/personnel/api/locations/

Click on interact button and click on send request to get all locations which are there in software

list B
Fage E

Page slze . i aulll

lecation_code
Iecation_name 17" B - P 1 D i T - e et B

pargnt_locatien

k=zation_code_keantains L

lecation_name_lcontains 3

Bearch

Drdering

=-

It displays the whichever locations present in the software
b.Create

Create Method is used to create the location from Api. created location will reflect in software as
well.

127.0.0.1:8001/personnel/api/locations/

Remember: For List and Create Method URL will same the only difference is for List will require
GET Method and Create will require POST Method



create

m fpersonnel/api/flocations/
LocationList pagination, search, filter, order
Request Body

The request body should be @ "application/json” encoded object, containing the following items.

Click on interact button fill the details which ever required to create the location and click on send
request.

create [ ous [0

Location Code * /personnel/api/locations/

123

Location Name *
ge”: "123
locati e”: "akiveedu
rent_location”: null

akiveedu

Parent

Enter the details click on POST button the location with given details will be created.

c.Actions

Actions Method is used for some Action Purpose example Delete, Transfer etc. based on Features
Actions are developed

Click on Interact button
Enter the Location ID and click on Action Type and send Request.
d.Export

Export is one of the key Feature in the software it will helps in Export All data present in the
Particular Feature.

Data can be Export to Files CSV TXT XLS

export

E /personnel/api/locations/export/
LocationList pagination, search, filter, order

Query Parameters

The following parameters should be included as part of a URL query string

Enter the required fields and click on send request then the response will be as follows



= export B~

location_code E par sonma ] apl (1ot Lons, export/ Teapart_Typancew
"Id, Lecation Code, Location N, Parent -
lacatian_nama 1,1, Lecation
&2, Bangalore,
parant_jozsition 3,3, Karnataka,
&8, Kol kata,
5,5, Karrataka_ETpro,
locatlon_code_leontalns
8,6, wes tBangal
7,7, Telangana,
Ineation_nams_jeontaing 10,8,4,
11,9, wevacav, 1
12,28, Fetre, &
Saarch
13,067, chisa,
1%, b1 BESA,
023 rlkata, 6
Ordaring
55, 7003, Luck o, v
axpart_typs
ey

aport typs: oo 15, bl

wpart_headers
e.Read

Read Is for to fetch the data based on the ID

read

fpersonnel/api/locations/{id}/
LocationList pagination, search, filter, order
Path Parameters

The following parameters should be included in the URL path.

Click on the interact button and enter the id click on send request then the response will be as
follows

+ read S

id* (i3 /perscnnel/api/locations/2/ m
2

A unique integer value identifying this Location.

“Bangalore”,
“: null

": "eb980eBa-FIFF-11e9-afcT-acdedsnanlii”
“name”: “default”

SRR



f.Update

Update Method is Used for the update the details which is already created. for example, if
location1 is created if want to change the Full details of locationl then preferably choose update
method.

update
m /personnel/apiflocations/{id}/
LocationList pagination, search, filter, order

Path Parameters

Click on interact button

Fill the details based on the id details which need to update and click on the send request then the
request and response will be as follows.

update Raw
id BB /personnel/apislocations/ss

59

location_cod 123
Location Code S S

23

Location Name

Ajlamuru

Parent

g.Partial Update
Partial update Method is Used for the update the details which is required and those are already

created .for example if locationl is created if want to change the particular details of locationl
then preferably choose Partial update method.

partial_update
/personnel/api/locations/{id}/
LocationList pagination, search, filter, order

Fath Parameters

Tha fallrwinn naramatare ehonld be includsd in the IR1 nath

Click on the interact and enter the fields which ever need to update and click on send request.

partial_update B3 -
id personnel/api/locations/5s

E



The response will as be mentioned above in the picture the fields which is changed is only one. if
all fields need to be changed then preferably choose update method else partial update method.

h.Delete

Delete Method is used to delete the locations which is already created.

delete

NSN3 /perscnnel/apislocations/{id}s
LocationList pagination, search, filter, order
Fath Parameters

The following parameters should be included in the URL path
Parameter Description

id A unigue integer value identifying this Location.

Click on the interact button

Enter the Location which needs to delete then the response will be as follows

delete m i
id* @ /personnel/api/flocaticons/59/

4.Positions:

Positions Contains following Methods

» export
» read

» update

3 partal_update

» delete




a.List:
List is for to get all the Positions present in the software

The URL to get all the positions from the software through the api is

list

fpersonnel/api/positions/

PositionList pagination, search, filter, arder

Base URL: 127.0.0.1:8001 End Url: /personnel/api/positions/
In browser in need to consider Base URL + End URL i.e.,

127.0.0.1:8001/personnel/api/positions/

Click on interact button and click on send request to get all positions which are there in software

list [ == B
Fage E per-sonnelyapd /post tions

Fagesize i ul

pasition_code
pasition_name
parent_position

pasiticn_code_jontains mall,

pasition_name_lcontaing 4

Saarch

Crdering

ﬂ-

It displays the whichever Positions present in the software
b.Create

Create Method is used to create the position from Api. created position will reflect in software as
well.

127.0.0.1:8001/personnel/api/positions/

Remember: For List and Create Method URL will same the only difference is for List will require
GET Method and Create will require POST Method



Create

m /personnel/api/positions/
PositionList pagination, search, filer, order
Request Body

The request body should be 8 “application/jsen” encoded object, containing the following items.

Click on interact button fill the details which ever required to create the position and click on send
request.

create m i
Position Code * {personnel/api/positions/

562
Postton ame | Iposition_coder: 562

developmentttttttttitt

developmenttttrttittt 1": null

Parent

Enter the details click on POST button the Position with given details will be created.

c.Actions

Actions Method is used for some Action Purpose example Delete, Transfer etc. based on Features
Actions are developed

Click on Interact button
Enter the Location ID and click on Action Type and send Request.
d.Export

Export is one of the key Feature in the software it will helps in Export All data present in the
Particular Feature.

Data can be Export to Files CSV TXT XLS

export

E /perscnnel/api/positions/export/

PositionList pagination, search, filter, order

Querv Parameters

Enter the required fields and click on send request then the response will be as follows



et type

empart pazaers

e.Read

Read Is for to fetch the data based on the ID

read

fpersonnel/api/positions/{id}/
PositionList pagination, search, filter, order
Path Parameters

The following parameters should be included in the URL path

Click on the interact button and enter the id click on send request then the response will be as
follows

read m LI

id* fperscnnel/api/positions/1e2/
102

A unigue integer value identifying this Position. P47 182
de": "562",
H -:ev'elcp'ren'.tt:'.t:'.tt:'.
: null
_name": null,

d": "6b969eBa-FIFF-11e9-afc?-acded8B91122
e”: "default

f.Update

Update Method is Used for the update the details which is already created. for example, if
positionl is created if want to change the Full details of positionl then preferably choose update
method.



update

m fpersonnel/api/positions/{id}/
PositionList pagination, search, filter, order

Fimtls Flm ee e b e

Click on interact button

Fill the details based on the id details which need to update and click on the send request then the
request and response will be as follows.

update m T3

ttion clouddd
Position Code rent_pasition™: null
Position Name *

clouddddddddddddddddddd

Parent

E

g.Partial Update

Partial update Method is Used for the update the details which is required and those are already
created .for example if position1 is created if want to change the particular details of positionl
then preferably choose Partial update method.

partial_update

ISVl /personnel/apifpositions/{id}/

PositionList pagination, search, filter, order

Path Parameters

Tha frllnwina naramatars shnnild he inclidad in the BRI nath

Click on the interact and enter the fields which ever need to update and click on send request.

partial_update [ on [O

W

The response will as be mentioned above in the picture the fields which is changed is only one. if
all fields need to be changed then preferably choose update method else partial update method.

h.Delete

Delete Method is used to delete the positions which is already created.



delete
[USENm /personnel/api/positions/{id}S

PositionList pagination, search, filter, order
Click on the interact button

Enter the Position which needs to delete then the response will be as follows

delete m EL
id* @ /personnel/api/positions/182/

deleted

=-

4.Employees:

Employees Contains following Methods

» adjust_area
» adjust_depart
» adjust_emp_type

» adjust_position

» adjust_resign

» del bio_template
» export
import_emp
read
update
partial_updat=

y delete




a.List:
List is for to get all the Employees present in the software

The URL to get all the Employees from the software through the api is

st
/personnel/api/employees/

Employeslist pagination, search, filter, order
Base URL: 127.0.0.1:8001 End Url: /personnel/api/employees/
In browser in need to consider Base URL + End URL i.e.,

127.0.0.1:8001/personnel/api/employees/

Click on interact button and click on send request to get all employees which are there in software

= st =

e [ (=]

S/ NTERT RN T [N ru B

tagraz

e o a2 e e

#T_ode.

It displays the whichever Employees present in the software



b.Create

Create Method is used to create the Employee from Api. created Employee will reflect in software
as well.

127.0.0.1:8001/personnel/api/employees/

Remember: For List and Create Method URL will same the only difference is for List will require
GET Method and Create will require POST Method

Create
VN /personnel/api/employees/

EmployeelList pagination, search, filter, order

Click on interact button fill the details which ever required to create the Employee and click on
send request.

create aw
Employee ID * personnel /api/employees/
7412333
First Name
vasudey
Last Name
billa

Local Name

prabhas

Position

Enter the details click on POST button the Position with given details will be created.
c.Actions

Actions Method is used for some Action Purpose example Delete, Transfer etc. based on Features
Actions are developed

action

m /personnel/apisfemployees faction/

str{object=") -» str str{bytes_or_buffer], encoding[, ermors]]) -= str
Click on Interact button
Enter the Location ID and click on Action Type and send Request.
d.Adjust_Area:

If Employee is transferred to Another area then Employee area will be adjusted by using
adjust_area



adjust_area

m /personnel/api/employees/adjust_area/
Employeelist pagination, search, filter, order
Request Body

- B rFon

click on the adjust area and fill all the fields and click on send request then the request will be as

follows.
= adjust_area

Employees *

[eaT703a2-2c%11ea-a886-0242c0a87007 |

nzz

e.Adjust_Department:

If Employee is transferred to Another Department then Employee Department will be adjusted
by using adjust_department

adjust_depart

[Rt:IM  /personnel/api/employees/adjust_depart/
Employeelist pagination, search, filter, order
Request Body
The request body should be 8 "applicationsjsen” encoded object, containing the following items.
= adjust_depart

Employees *

[o80g]

Department *

1

f.Adjust_Position:

If Employee is transferred to Another Position then Employee Position will be adjusted by using

adjust_Position

adjust_position
ISV /personnel/api/emplovees/adjust_position/

Employeelist pagination, s=arch, filter, order



g.Adjust_Resign:

If Employee is Resigning the Job. then Employee Resign will made through adjust_resign

adjust_resign

m /personnel/api/employees fadjust_resign/
Emploveelist pagination, s=arch, filter, order

Request Body

Fill the details and click on submit button

= adjust_resign

Employees *

[ Awaiting request

Resign date *

dd-mm-yyyy [m]

Resign type
Reason *

O Disablean *

E SO

h.Delete_bio_Template:

If Employee is bio-template needs to delete, then action will made through del_bio_template

del_bio_template

m fpersonnel/api/employees/del_bic template/
Employeelist pagination, search, filter, order

Request Body

click on interact button and fill all the fields and submit the request then the response will be

= del_bio_template

Employees *

i Awaiting request
O Finger print
O Face

O Finger vein

==
i.Export & Import

Export is one of the key Feature in the software it will helps in Export All data present in the
Particular Feature.

Data can be Export to Files CSV TXT XLS

export

Jpersonnel/api/employees/export)

Employeelist pagination, search, filter, order



Enter the required fields and click on send request then the response will be as follows

export B3 -

emp_code E fpersonnel/api/employees/export/Jexport_type=txt

1d,Employee ID,First Name,last Name,Card Mo.,Gender

first name @386 FFic-coflh-1123-h509-0242c@a8 3088, B9, Manager, bhai:
£6b66136-he 20-1123-951 2024230136005, 808, Lead, Bhaiya
ast_name bre67346-cfd7 -1103-2147-02423c1 0906, 6088, Employes, ,
d18b2F22-f428-1103-82b6-0242aC1C0006, B0060,00, , , , 8,
3fcebddc-e5FF-11ea-ada-ba2e0973def, 80870844, har ikr
department CBE73028-11c5-11eb-995b-0242c 0287906, 801, Elina, , ., su
Bca570b2-11c6-11eb-2504-0202C 8287986, BOZ, Sandy , , , , , @
app_status 20522080-11c6-112b-9950-0242c0a87006, 803, Taylor, , , , '
A7ceSecB-11c6-11eb-2504- 824208587086, B84, Harry , ,, , , @

ddca7172-F7en-112a-8878-0242ac130086, BO7 , Prakash

emp_code_icontains
cda51888-d7d7 - 11ea-8b56-0242c0a82007, 81, Sukanya

e88632e2-11ch-11eb-995h-0242C0a87006, 81931, Eswar,, Pan
departments 3c75807e-e926-11ea-2c3d-0242c8a8C00E, 81111 33333, ,, .1

ealc5bls-elcd-11ea-z836-0242c8a8T007,0154,,,,,,8,0 ¥
3

status

Same way choose the file and import employee data
j.-Read
Read Is for to fetch the data based on the ID

read

E Spersonnel/apifemployees/{id}/f
Emploveelist paginaticn, s=arch, filter, order
Path Parameters

The followina oarameters should be included in the URL path.

Click on the interact button and enter the id click on send request then the response will be as
follows



read m RAW

id* m /personnel/api/employees/ea7783a2-e2c9-11ea-ads6-
B242c@as7ea7/
ea7703a2-e2c9-11ea-a886-0242c0a87007

A unigue value identifying this Employee.

eal783az-eic9-11ea-aBB6-024 20087007
BEBS" ,

rd”: null,

k.Update

Update Method is Used for the update the details which is already created. for example, if
employeel is created if want to change the Full details of employeel then preferably choose
update method.

update

m fpersonnel/api/employees/{id}/

Emploveelist pagination, s=arch, filter, order

Path Parameters

The following parameters should be included in the URL path.

Click on interact button

Fill the details based on the id details which need to update and click on the send request then the
request and response will be as follows.



update m .

id*

ea7703a2-22c3-11ea-3886-0242c0a87007

A unique value identifying this Employee
asss
Employee ID dddddddddddddddddd
i} ‘bbbbbbbbbbbb
0605 R
null,
First Name

dddddddddddddddddd

Last Name

bbbbbbbbbbbb

Local Name

CCOCCCCECCeCeECereeeeeeeet

Device Password

Card No.

Department

|.Partial Update

Partial update Method is Used for the update the details which is required and those are already
created .for example if employeel is created if want to change the particular details of
employeel then preferably choose Partial update method.

partial_update
m /personnel/api/employees/{id}/

Employeelist pagination, search, filter, order

Path Parameaters

Click on the interact and enter the fields which ever need to update and click on send request.

partial_update B -
id* employ ea7783a2-e2c9-11ea-a586-
€57703a2-2c59-11a-a806-0242c0a87007
A unique value identifying this Employee.
": "esas”
Employee ID © eesescessessesze
: "bbhbbbbbbhi”
ecceeeecceccoeccecceeceee
ord”: Aull
First Name
eceeceseceecesee
Last Name
Local Name
Device Password
card No. false
true
»
Department

The response will as be mentioned above in the picture the fields which is changed is only one. if
all fields need to be changed then preferably choose update method else partial update method.

m.Delete

Delete Method is used to delete the employees which is already created.



delete
@ Jpersonnel/api/employees,{id}/

Employeelist pagination, search, filter, order

Path Parameters
The following parameters should be included in the URL path.

Click on the interact button

Enter the Employee which needs to delete then the response will be as follows

= delete 23 -

id* E /personnel/api/employees/ea7783a2-e2c3-11ea-a886-
82428257007/ 200 |

ea/703a2-e2c%-11ea-a886-0242c0a87007

A unique value identifying this Employee. [

"message”: “deleted”



2.ICLOCK API DOCS

Device’ related information will be stored in iclock module. It consists of following API’s
1.Terminals

2.Transactions

Detailed View Personnel API:

1.Terminals:

Terminals Contains following Methods:

(® terminals

list

create

action

export

read

update
partial_updats

deleta

a.lList:
List is for to get all the devices present in the software

The URL to get all the devices from the software through the api is

list
E ficlockfapi/terminalsy
TerminalList pagination, filter, order

Base URL: 127.0.0.1:8001 End Url: /iclock/api/terminals/
In browser in need to consider Base URL + End URL i.e.,

127.0.0.1:8001/iclock/api/terminals/
Then it will display as follows:

It displays the whichever areas present in the software



list

Page E /iclock/api/terminals/

A page number within the paginated result set.

Page size

Number of results to retum per page.

sn
alias
ip_address

state

sn_icontains

b.Create

Create Method is used to create the terminal from Api this created terminal will reflect in
software as well.

127.0.0.1:8001/iclock/api/terminals/

Remember: For List and Create Method URL will same the only difference is for List will require
GET Method and Create will require POST Method

Create

m ficlock/api/terminals/

TerminalList pagination, filter, ordear

Enter the details click on POST button the terminal with given details will be created.

create [ oo [0

Serial Number * Jiclock/apifterminals/

789654123

Device Name *

T "2028-10-20 B3:23:277,
: onull,
T "2828-18-20 B3:23:27

qwerty

Device IP

192.168.1.12

Timezone

Connection Request Interval (sec) ’ 88;14:85",

Seconds

Transfer Mode

Transfer Interval

Minutes



c.Actions

Actions Method is used for some Action Purpose example Delete,Clear data etc. based on
Features Actions are developed

@ ficlock/api/terminals/action/

str{object=") -> str str{bytes_or_buffer], encoding], errors]]) -= str

Create a new string ohject fram the given object. If encoding or errors is specified, then the object must expose a data
buffer that will be decoded using the given encoding and error handler. Otherwise, returns the result of object.str() (if
defined) or repr{object). encoding defaults to sys.getdefaultencoding). errors defauhs to ‘strict.

Request Body

Click on Interact button

= action

Object ids *

1 Awaiting request

Action type

delete
clear_data

clear_capture
upload_user_data
upload_transaction
reboot

S E -
SEND REQUEST

Enter the object ID and click on Action Type and send Request.
d.Export

Export is one of the key Feature in the software it will helps in Export All data present in the
Particular Feature.

Data can be Export to Files CSV TXT XLS

export

E Jiclockfapifterminals/export/
Terminallist pagination, filter, order

Query Parameters

- Fom . . Taa .m0 a P

Enter the required fields and click on send request

= export [ o P

s

p_address




After clicking on Send request data will be Exported.
e.Read

Read Is for to fetch the data based on the ID

read

E Jiclock/fapi/terminals/{id}/

TerminallList pagination, filter, order

Path Parameters
Click on the interact button and enter the id click on send request then the response will be as
follows

read EN -

1D * E ficlock/api/terminals/ 148/

140

A unigue integer value identifying this Device. “id": 148,

"sn”: "BYEL192968885",

"i " "1892,166.6.64",
“Auto add”,

1 name”: null,

1 null,

“: "apichecking area”

t_activity”: "2028-09-24 12:84:59",
count®™: null,
" mull,
nt™: null,
nt”: null,
action_count”: null,
"1 mull,
“trans time": “"@0:80;14:85",
“trans i rval”: 1,
i e": 1,
: "apichecking arez”,

: "BbOcSeda-F3ff-11e9-afc?-acdedBER1122",

"name”: "default”
=

f.Update

Update Method is Used for the update the details which is already created .for example if
terminall is created if want to change the Full details of terminall then preferably choose update
method.




update
m ficlock/api/terminals/{id}/
TerminalList pagination, filter, order

Path Parameters
Click on interact button

Fill the details based on the id details which need to update and click on the send request .

g.Partial Update

Partial update Method is Used for the update the details which is required and those are already
created .for example if terminall is created if want to change the particular details of terminall
then preferably choose Partial update method.

partial_update

m Siclockfapifterminalsys{id}/

TerminalList pagination, filter, order

Path Parameters

The following parameters should be included in the URL path.
Click on the interact and enter the fields which ever need to update and click on send request.

if all fields need to be changed then preferably choose update method else partial update
method.

h.Delete

Delete Method is used to delete the area which is already created.

delete

@ /iclock/api/terminals/{id}/

TerminalList pagination, filter, arder

Path Parameters

Click on the interact button

Enter the Area which needs to delete then the response will be as follows

delete By -



2.Transactions:

Transactions Contains following Methods

(& transactons

» list
create
ction
Export
read
update
partial_update

delets

a.List:
List is for to get all the Trasactions present in the software
The URL to get all the transactions from the software through the api is

list

E ficlockfapiftransactions/

TransactionList pagination, search, filker, order

Query Parameters
Base URL: 127.0.0.1:8001 End Url: /iclock/api/transactions/
In browser in need to consider Base URL + End URL i.e.,

127.0.0.1:8001/iclock/api/transactions/

Click on interact button and click on send request to get all departments which are there in
software



list m o

Page ficlock/api/transactions/
A page number within the paginated result set. ; coumt™: J3EAE,
Page size revious": null,
18,
- N )
Mumber of results to retum per page vy
id": 26665,
emp_code emp coda”: "70@47"
2828-81-38 @9:14:96
|
inal wor e,
ferminal_sn ter : "AEH2191366878"
t as": "Awto add”,
a =": "Mot Autherized",
1 null,
N - 1 null
terminal_alias : on”: null
null,
1 9,
stari_time
- C null
null
e": "2026-89-89 12:25:43",
: omull, =
e o et
end_time 3

It displays the whicheverTransactions present in the software
b.Create

Create Method is used to create the Transaction from Api. created Transaction will reflect in
software as well.

127.0.0.1:8001/iclock/api/transactionss/

Remember: For List and Create Method URL will same the only difference is for List will require
GET Method and Create will require POST Method

create

m ficlock/api/transactions/

TransactionList pagination, search, filter, order

Request Body
Click on interact button fill the details which ever required to create the transaction and click on
send request.Enter the details click on POST button the Transaction with given details will be
created.



c.Actions

Actions Method is used for some Action Purpose example Delete.based on Features Actions are
developed

Click on Interact button
Enter the Department ID and click on Action Type and send Request.
d.Export

Export is one of the key Feature in the software it will helps in Export All data present in the
Particular Feature.

Data can be Export to Files CSV TXT XLS

export
E [ficlockfapi/ftransactions/export/
TransactionList pagination, search, filter, order

Query Parameters

Enter the required fields and click on send request then the response will be as follows

export raw

emp_code (3l /iclock/api/transactions/export/?export_type-csv

id,Employee ID,Punch Time,Upload Time,Punch state,Vi

terminal_sn

275,4T1,2628-67 -89 81:58:32,2008-87-89 14:28:36,2782

5045,76003, 2628 9867 BB:81:57,2026-08-87 18:32:87.5
P 26049, 66, 2028-89-17 17:23:01,2626-69-17 17:23:06.681
terminal_alias R :

1898,1,2620-87-38 11:46:35,3820-87-38 11:46:27. 80628

1898,1,2620-87-38 11:46:35,3820-87-38 11:46:27. 80628

start_time
Search
A search term. 38533,185,2828-18-16 15:19:27,2828-18-16 15:19:32.48
Ordering 28800, 66, 2028-89-15 14:45:23,2020-89-15 14:45:27.197 ¥
)
fiel en orderir
e.Read

Read Is for to fetch the data based on the ID

read

E ficlock/api/transactions/{id}/

TransactionList pagination, search, filter, order
Click on the interact button and enter the id click on send request then the response will be as
follows



read [ o 3
) & /iciockiepistransactions/ars/

-122.884
37.4219983
1680 Amphitheatra Pkwy, Mountain View, C

a8 F3FF-11e9-afc7-acded 8001122
cca3-1lea-bf9c-0242c0a84008",

f.Update

Update Method is Used for the update the details which is already created. for example if
transactionl is created if want to change the Full details of transactionl then preferably choose
update method.

update
m ficlock/api/transactions/{id}/
TransactionList pagination, search, filter, order

Path Parameters

Tha fallmuinn narameatare ehmild ha incliidad in the 1B nath

Click on interact button
Fill the details based on the id details which need to update and click on the send request.
g.Partial Update

Partial update Method is Used for the update the details which is required and those are already
created .for example if transactionl is created if want to change the particular details of
transactionl then preferably choose Partial update method.

partial_update

m ficlock/api/transactions/{id}/

TransactionList pagination, search, filter, order

Path Parameters

Click on the interact and enter the fields which ever need to update and click on send request.If all
fields need to be changed then preferably choose update method else partial update method.



h.Delete

Delete Method is used to delete the department which is already created.

delete

@ ficlock/apiftransactions/{id}/

TransactionList pagination, search, filker, order

Path Parameters
Click on the interact button
Enter the Transaction which needs to delete then the response will be as follows

delete

1D *

275

& unigue integer value identifying this Transaction.
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